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ABSTRACT

Deception detection is valuable in the security domain to distinguish truth from lies. It is desirable in many security
applications, such as suspect and witness interviews and airport passenger screening. Interviewers are constantly trying
to assess the credibility of a statement, usually based on intuition without objective technical support. However,
psychological research has shown that humans can hardly perform better than random guessing. Deception detection is a
multi-disciplinary research area with an interest from different fields, such as psychology and computer science. In the
last decade, several developments have helped to improve the accuracy of lie detection (e.g., with a concealed
information test, increasing the cognitive load, or measurements with motion capture suits) and relevant cues have been
discovered (e.g., eye blinking or fiddling with the fingers). With an increasing presence of mobile phones and bodycams
in society, a mobile, stand-off, automatic deception detection methodology based on various cues from the whole body
would create new application opportunities. In this paper, we study the feasibility of measuring these visual cues
automatically on different parts of the body, laying the groundwork for stand-off deception detection in more flexible
and mobile deployable sensors, such as body-worn cameras. We give an extensive overview of recent developments in
two communities: in the behavioral-science community the developments that improve deception detection with a
special attention to the observed relevant non-verbal cues, and in the computer-vision community the recent methods that
are able to measure these cues. The cues are extracted from several body parts: the eyes, the mouth, the head and the full-
body pose. We performed an experiment using several state-of-the-art video-content-analysis (VCA) techniques to assess
the quality of robustly measuring these visual cues.
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1. INTRODUCTION

Deception detection is valuable in the security domain to distinguish truth from lies. It can be used in many security
applications, such as suspect and witness interviews, object security, emergency response, airport passenger screening
and intake interviews with refugees asking for asylum. Interviewers are constantly trying to assess the credibility of a
statement, usually based on intuition without objective support. Deception detection is a multi-disciplinary research area
with an interest from different fields, such as psychology and computer science. Psychological research has shown that
humans obtain a deception-detection accuracy of 54%, which is hardly better than random [14]. The last decade, several
developments helped to improve the accuracy of lie detection. For example, researchers developed interviewing
techniques that induce cognitive load and magnify behavioral differences between truth tellers and liars [91]. A more
technological development is the automated measurement of deceptive behavior, for example based on video footage
[63] or full-body motion-capture data [90]. Although the previously described automated measurements have a positive
effect on accuracy, these methods often decreased the practical applicability of deception detection. Full-body motion
capture suits are expensive and time-consuming to put on, and video footage from static cameras will only be available
in specific situations. A mobile, stand-off, automatic video analysis of interviews would allow for a much broader
application of automated deception detection especially as part of an investigation with bodycams in the vicinity of an
incident. An automated interview analysis could help law-enforcement agencies to stay close to the factual information
and avoid subjective interpretation. Statement reliability testing is not only relevant for suspect interviews, but may also
be useful in witness interviews that either take place immediately after or close to the incident, or later in time at a police
station. Witness statements have often found to be unreliable and inconsistent because people unconsciously interpret
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and are affected by several biases. Therefore, a witnesses may honestly believe to have observed something that they did
not actually observe. Making a distinction between true memories, deliberate deception or accidental false memory is
therefore an important capability in witness interviewing. Although the accuracy of these distinctions may not be
sufficient for evidence in court, they are valuable as steering indications for efficient usage of means in an investigation.
However, to support law-enforcement agencies in making assessments of the reliability of statements, research is needed
that enables automatic non-intrusive observation at a distance using video content analysis.

Our main contribution is that we study the feasibility of measuring non-verbal cues that can indicate deceit with video
content analysis (VCA). In this paper, we give an overview of recent developments in two communities: in the
behavioral-science community the developments that improve deception detection with a special attention to the
observed relevant non-verbal cues, and in the computer-vision community the recent methods that are able to measure
these cues. The cues are extracted from several body parts: the eyes, the mouth, the head and the full-body pose. We
performed an experiment using several state-of-the-art VCA techniques to assess the quality of robustly measuring these
cues. Our experiments and results are mainly based on static cameras, but we foresee the use in body-worn cameras,
which fits the trend towards more flexible and mobile deployable sensors, such as smartphones and drones.

The outline of this paper is as follows. Section 2 gives an overview of related work. Section 3 presents the technological
approaches for measuring these cues. Section 4 describes the experimental setup and shows the results. Finally, Section 5
presents the conclusions.

2. RELATED WORK
2.1  Cues for deception detection

Verbal and nonverbal cues

Deception detection is based on the assumption that lying elicits behavioral changes and that these changes are
detectable. To identify behavioral changes, one can first identify baseline behavior and subsequently compare with
behavior demonstrated in response to target questions. However, it has proven difficult to establish a reliable baseline of
truthful behavior because behavior is affected by more factors than just deception. Alternatively, researchers can identify
deceptive behaviors based on behavioral differences on group level. This research has provided us with a set of cues to
deceit, behaviors people display more or less when deceiving compared to truth telling. These cues can be categorized
into three different types: everything a person says (verbal cues), how he or she behaves and speaks (nonverbal cues and
para-verbal cues) and physiological responses. With a multimodal approach, cues from different categories can be
combined to increase deception-detection accuracy [33][93]. In this paper, we focus on nonverbal cues.

Three underlying factors: emotional response, cognitive load and behavioral control

Unfortunately, there is not one cue that is uniquely related to lying. In other words, there is not one type of behavior that
people only do when lying, and not when being truthful. Instead, people may display certain behaviors more whilst lying,
and other behaviors a bit less. And some behaviors are more strongly related to deceiving than others. Which deceptive
behaviors a person is likely to display when lying depends on three (formerly four) factors associated with lying
[93][108]. These factors are an emotional response, increased cognitive load and attempted behavioral control. First,
lying can elicit an emotional response. Especially fear, guilt and delight have previously been associated with lying [33].
Emotions like fear have been found to decrease the production of illustrator gestures (i.e. movements that accompany
speech) [32], and increase the production of self-adaptors and fidgeting [108]. Similarly, the excitement experienced
when lying has been shown to increase the occurrence of body movements, such as smiling and illustrator gestures.

Second, lying can be more cognitively demanding than truth telling because formulating a lie whilst remembering the
truth, avoiding slips of the tongue, and monitoring one’s own and the receiver’s behavior can increase cognitive load
[91]. This load can be induced by the interviewer by asking reverse order, specific or unanticipated questions, or by
giving a secondary task (e.g., drawing) [93] [94]. These questioning techniques increase interview difficulty more for
liars than for truth tellers, thereby magnifying behavioral differences between the two. Cognitive load has been found to
increase gaze aversion, while reducing hand movement [31], overall body animation [93] and eye blinks [6].

Third, liars usually do not take their credibility for granted [51] and may try to control their behavior in order to appear
honest [17]. Therefore, liars may attempt to avoid those behaviors that they believe are associated with deceit. These are
not necessarily the behaviors that are actually signs of lying, as many popular beliefs about cues to deceit, such as
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avoiding eye contact, are actually inaccurate [46][83]. Another common believe is that people move more when lying,
which is likely to reduce overall movement when a liar attempts to control his lying behavior [3].

Indicators based on increased and decreased activity

These three factors explain the occurrence of an individual’s nonverbal cues to deceit. However, these factors can lead to
different and sometimes contradicting behaviors [3]. As a consequence, both an increase and a decrease in specific
behaviors can be a sign of lying. For example, an increase in fidgeting can be caused by lie related nervousness, whilst a
decrease in fidgeting can be due to increased cognitive load or attempted behavioral control. As a result, studies on
nonverbal cues to deceit have found very mixed and often contradicting results. For example, Granhag and Stromwall
[40] found a decrease in smiling when lying, while Fiedler and Walka [37] demonstrated an increase. Similarly, Ekman
and Friesen [31] found an increase in self-adaptors when lying, while Gross and Levenson [41] demonstrated a decrease.

Consistency in large meta-analysis

Because results differ so much between studies, meta-analyses — which combine the results of several studies — provide a
better insight into behavioral correlates of deceit. The meta-analysis by DePaulo et al. [25], which included 120
deception studies, demonstrated that pupil dilation, ambivalent behavior, vocal uncertainty and tension, nervousness,
chin raise, lip pressing, and facial pleasantness are nonverbal cues to deceit that are consistently found across studies.
Several other cues but seemed related to deceit as well, including foot movement, pupil changes, genuine smiles,
indifferent behavior, planned/unspontaneous behavior, intensity of facial expressions, and direct orientation.

Objective and subjective cues

Some of these cues can be measured objectively, such as pupil dilation [27], chin raise and lip pressing. Others are more
subjective and difficult to annotate, such as ambivalent behavior, vocal uncertainty, facial pleasantness and genuine
smile. These cues are often rated by several people across a statement based on their impressions [25]. Subsequently,
ratings of truthful and deceptive statements are compared to identify behavioral differences on group level. There are
also cues for which the type of measurement varies across studies. For example, vocal tension can be measured
subjectively based on impressions, or objectively based on vocal micro-tremors [62]. Expert-based rules could be
designed to recognize objective cues while the subjective cues require another approach based on training by example.

Manual analysis in the scientific community

The majority of the former mentioned cues are derived from studies in which liars were videotaped and their behaviors
were subsequently manually annotated (i.e., coded or rated). There are several issues associated with manual coding
[89]. Manual coding is very time consuming and there is a trade-off between the number of coded actions and the costs
associated with coding these actions [68]. Manual coding also involves a predefined set of actions that are coded, which
means that other actions may go unregistered. Furthermore, manual coding relies on the interpretation of the coder and
therefore is subjective [75]. Last, manual coding is often expressed binary (e.g., right hand movement at this point in
time, yes or no), which means that the duration and magnitude of the movement are not taken into account. For these
reasons, an automatic measurement of nonverbal behaviors is gaining in popularity in the scientific community.

Reliability of statements in security community: deception and false memories

In the security community, development of the ability to automatically measure behaviors enables the real-time usage in
police interviews to assess the reliability of statements of suspects and witnesses on the spot. In this paper, we focus on
the measurement of cues that (in future work) can be used for assessing the reliability of statements remotely by
automatic video analysis, and include cues for two types of incorrect statements: deliberate (deception) or accidental
(false memory). In their search for the truth, the police do not only gather as much relevant information as possible, but
they also have to determine the reliability of that information. Unreliable information from witnesses or suspects can
steer the investigation in the wrong direction and cause great disruption. Both deliberate lies and involuntary false
memories will lead to misinformation, but the detection possibilities for the two are very different.

Deception detection is based on the assumption that the act of deceiving affects the deceiver’s physiology and behavior
(nonverbal, para-verbal and verbal), and that changes in these behaviors can be identified. To circumvent reliability
issues associated with human deception detection (with the low accuracy of 54%) [14], researchers started experimenting
with automated detection methods based on recordings of truths and lies. Especially video recordings are of interest,
because they comprise both physiological and behavioral cues to deceit. Based on visual content, nonverbal cues such as
blinking, eyebrow movement, wrinkling, mouth corners [80], lip pressing, full-body motion [67], thermal variations [70]
and saccades [92] can be identified. Measurements of these behaviors are based on computer vision techniques such as
pose estimation, gesture recognition and facial expression recognition. Standardized multimodal deception detection
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techniques have proven successful: research based on trial video data [63] reached accurate detection rates up to 75%,
and studies on other real life video data further increased that achievement up to 82% [64]. Although these standardized
analysis techniques provide promising results, behaviors in these studies were manually annotated. A fully automated
analysis of deceptive behavior would allow for a more objective and real-time analysis. Several researchers have
investigated automatic deception detection based on nonverbal behaviors. For example, Meservy et al. used blob analysis
of the head and hands for classification of guilty and innocent [58]. Limitations of the system are that it requires,
extensive interaction and good orientation and lighting for the color segmentation. Bhaskaran et al. used an eye tracker
for deception detection [12]. Unfortunately, the system requires manual initialization. Abouelenien et al. use
physiological, thermal and visual CERT [54] features [1]. The thermal and physiological modalities perform slightly
better than random guessing, but the visual modality suffers from a deteriorated performance. Yu et al. used visual cues
that consist of head and face tracking and interactional synchrony estimation [100]. They extracted head nodding, head
shaking, smiling and head direction (looking forward or looking away). Detection accuracies of these four features are
between 30 and 55%. Average precision and recall in detection of truth and cheating based on the combined features is
much higher (66%). Su et al. used 2D appearance-based methods to characterize nine separate facial regions using facial
analysis for: eye blink, eyebrow motion, wrinkle occurrence and mouth motion [80]. A Random Forest was used to
classify deceptive and truthful categories. Despite the uncontrolled factors in their dataset (illumination, head pose and
facial occlusion), they achieved a high accuracy (77%). These results show that automatic measurement of behaviors,
especially facial clues, are very promising. The majority of research in this area has focused on automatically measuring
facial cues, although a study using full-body motion capture suits has demonstrated that movements in the entire body
can be indicative of deceit [89]. Our research will further contribute to the field of VCA-based deception detection
because it investigates an automated measurement method of full-body deceptive behavior, and lays the groundwork for
analyses of video footage from mobile cameras, increasing the practical applicability of these analysis techniques.

A second way in which a statement can be incorrect is due to misremembering, also referred to as false memories. False
memories predominantly affect the reliability of (eye) witness statements and are a common problem in the legal system.
Incorrect eyewitness identifications are the largest cause of wrongful convictions in the US [39]. So far, false memory
research has focused on demonstrating that false memories exist and affect the legal system [38], that certain
interviewing techniques can increase the chance of forming false memories [56], and how to distinguish between true
and false memories. Research on the latter has demonstrated that reports of false memories are actually very similar to
reports of true memories and therefore difficult to distinguish [77]. Differentiating between true and false memories is
important to determine whether someone has witnessed or done something. When a piece of familiar information is
presented, an involuntary orienting reflex occurs. This reflex can be measured in several ways, including physiology,
EEG, fMRI, thermal cameras (blush detection [101]) and visual cameras (eye-tracking and response latency). Based on
this reflex, the Concealed Information Test (CIT) was designed [10]. A CIT is constructed of several multiple-choice
questions in which crime-related details are presented to a suspect. When an orienting reflex repeatedly occurs in
response to crime-related information, it indicates the suspect holds perpetrator knowledge.

Combining non-verbal cues for assessing the reliability of statements

Previous deception research on nonverbal cues to deceit has demonstrated that automated methods outperform human
deception detection abilities. However, the methodologies with which these accuracies were reached are more difficult to
apply in a realistic context. We aim for measuring stable cues that can be automatically extracted by video analysis. The
combination of measuring multiple non-verbal cues across the whole body makes it harder for interviewees to deceive
the system than with only a single cue. In summary, for the assessment of reliability of statements, important visual cues
are related to eyes (e.g., pupil dilation, blinking, saccades, gaze aversion), facial expression (e.g., intensity, of
expressions and wrinkling), head (e.g., chin raise), mouth (e.g., pressing lips and genuine smiles), hand and arm gestures
(arm movement, hand movement) and full-body pose (e.g., foot movement and full-body motion). Furthermore, the
combination of visual cues is stronger than individual cues.

2.2 Video content analysis to measure deception cues

In this subsection, we give an overview of recent developments in the computer-vision community to measure the
previously described non-verbal cues that are relevant for deception detection. The cues are measured at several
positions and scales. We discuss them in the following order: full body pose, hand and arm gestures, and facial behavior.

Full body pose
There are several types of techniques for full-body motion recognition. The first type is based on silhouettes without
more detailed appearance information. They are using motion history [13], single depth images [78], optical flow [29].
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The second is based on grids. Examples of this type are the use of Histograms of oriented gradients (HOG) with non-
negative matrix factorization [84], optical flow in shape contexts [102], and space-time volumes [52]. The third type uses
deep-learning. Examples of these are using deep neural nets [85], flowing ConvNets [66], deep structure [104], pooling
[48][49] and a convolutional network with a graphical model [86]. Other approaches are using part-based histograms
[47], search-space reduction [30][36], single depth images [78], pose shape and appearance models [50][61], iterative
error feedback [22], spatio-temporal matching [61][105], dense optic flow and flowing puppets [107], multi-view poses
[9], poses using temporal links [23], body models for action recognition [96], joint trajectories [2] and flexible mixtures
of parts [71][98]. Recently, a reference guide for human pose estimation was written [79] and the different pose-
estimation techniques have been compared in a benchmark and overview of state-of-the-art by Andriluka et al. [4]. This
overview shows that the flexible mixture parts of Yang and Ramanan [98] performs well in comparison to others.
Therefore, we use this method for recognizing full-body motion as a starting point in our work. The method uses a new
representation of deformable parts models that jointly captures spatial relations between part locations and co-occurrence
relations between part mixtures.

Hand and arm gestures

Hand gesture recognition is an active field of research, especially to enable human-computer interaction. Initially, only
data gloves allowed effective capturing of hand motion. Vision-based hand-gesture recognition is an alternative to the
data glove that is less expensive and provides non-contact interaction [35]. The two major categories of visual hand
gesture representation are 3D-model-based methods and appearance-based methods [72]. Red-green-blue (RGB) camera-
based gesture recognition can suffer from occlusions, light change, or other skin-colored objects in the background. In
these complicated situations, the gesture recognition can be assisted with depth images, either extracted from stereo
video cameras, or sensed directly with depth cameras such as the Microsoft Kinect or ASUS Xtion [81][99]. Recent
results show that hand gestures and finger positions can be estimated in real time [106]. A review about detection,
tracking and recognition of hand gestures in given by Rautaray [72]. In our work, we focus mainly on analysis in RGB
cameras where we combine pose and gesture estimates.

Facial behavior (including head, eyes and mouth)

There has been an increasing interest in the automatic interpretation of social signals based on facial behavior. The face
is an important part of the body that shows nonverbal communication. Facial behavior analysis includes facial landmark
detection, head pose estimation, detection of facial action units, facial expression recognition, and eye gaze estimation.
Comprehensive surveys can be found about head pose estimation [60], facial feature point detection [95], recognition of
facial affect [74], face recognition [26], eye gaze estimation [43] and facial expression recognition [73][11][5]. Recent
benchmarks and methods are proposed for eye gaze estimation [87][103][82], eye blink detection [53][45], eye
localization [20], micro-expressions [57], expression recognition [21][54][88][42], sentiment analysis [69], and facial
behavior analysis [8]. Examples of complete open-source packages for facial behavior analysis are the CLM framework
(Cambridge Face Tracker) [7] and OpenFace [8]. Existing approaches for eye blink detection, such as the Image Flow
approach [45] or the Blinky* approach are not suitable because they require too high resolution, controlled environment,
close proximity and minimal motion. As a basis for our facial behavior analysis, we use the CLM framework (version
1.3.6), which includes the 3D constrained local model (CLM-Z) and the constrained local neural fields (CLNF) for
robust facial landmark detection.

3. METHODOLOGIES FOR VISUAL CUES

In this section, we describe the visual cues that we measured at several body parts, namely for the head, eyes and mouth
(three components of facial behavior in Subsection 3.1, 3.2 and 3.3 respectively) and the full-body pose and gestures (in
Sec. 3.4), and we describe the techniques that are used to detect their condition in the images.

3.1 Head motion

A basic step in the analysis of facial expressions is the accurate localization of the head and characteristic facial feature
points. One very successful method for measuring these characteristics is the Constrained Local Model (CLM) method
by Cristinacce and Cootes [24]. This method accurately finds facial feature points under varying viewing conditions. The
method has been refined in later work, and the CLM-Z framework [7] is used here as baseline. Starting with a face
detector, it calculates 68 face points across the face, and subsequently derives the head orientation from these points. An

2 https://github.com/dilawar/eye-blink-detector
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example of the face points is shown in Figure 1. The facial feature points allow the localization of facial parts, such as
eyes and mouth. This enables further measurement of behavior specific characteristics.

Figure 1: CLM landmarks on the face.

The implementation facilitates also the measurement of head orientation (Figure 2). The amplitude of emblem head
movements (e.g., nodding ‘yes’) and chin raises are indicative for deception detection. The head orientation can be used
for recognizing rotating actions, such as pitch (nodding ‘yes’), yaw (shaking ‘no’) or roll. We applied several filtering
steps to remove bias and noise and the four expert-based rules of Table 1 to recognize these rotational head actions.

Table 1: Expert based rules and parameter values to recognize rotational head actions.

id Expert-based rule and parameter description Parameter value
Roll Yes No
1 Minimum peak-to-peak amplitude (in radians) of the rotation 0.20 0.13 0.12
2 Maximum time (in seconds) between two subsequent peaks 1.6 0.8 0.8
3 Minimum number of subsequent shakes 2 3 3
4 Subsequent peaks must make sign transition (positive /negative) False False True

Figure 2: Head rotations with CLM.
3.2  Eye gaze estimation

Eye movements — such as saccades and gaze aversion — are cues for deception detection. One approach for the detection
of eye movement is the application of gaze estimation. Although much research has been undertaken on this topic, it is
still difficult to reliably estimate gaze direction in arbitrary video footage. We experimented with existing gaze
estimators on our dataset (e.g., the CLM implementation of [7], which is visualized in Figure 3), and found that the
performance was not yet satisfactory due to limited resolution in our recordings. The extreme eye direction towards the
left and right were sometimes not followed correctly. Initial experiments with the gaze estimation with the CLM
framework [7] showed a frequent underestimation of the yaw/pitch angle in our dataset, causing the detection of extreme
viewing angles to be insufficiently reliable. Next, we experimented with localizing the extreme directions (left, right or
upwards) directly from the intensity images by using one dimensional intensity profiles. However, the intensity profiles
were defined between CLM face points, and slightly shifted face points hindered the use of intensity profiles. Our
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approach has therefore been directed towards explicit training on these cases of extreme viewing angles, and as such
differentiating them from the cases with central gaze and near-central gaze directions, as described below.

Figure 3: Eye motion with CLM.

Horizontal and vertical eye motion

We developed a more robust use of the intensity and color information, and also an improved localization of the eyes.
We found this combination in the design of a dedicated eye direction detector. In particular, a separate detector was
made for different gaze directions, such as looking sideways and for looking upwards. The detector was trained using the
concept of Aggregated Channel Features (ACF) [28], where the training set (both positives and negatives) was made up
of synthetic images. Since the number of instances of the extreme directions is limited in real datasets (including ours),
we use synthetic images that assure there are enough training samples for different gaze directions and to avoid
overtraining on our dataset. The synthetic images were taken from the UnityEyes tool [97], that synthetizes eyes looking
in a specified direction with random variations among gender, ethnicity, age etc. Also camera angle variations and eye
direction variations can be specified accordingly.

For the looking-upwards detector we have simulated 474 images with 30 degrees eye pitch angle and 5 degrees standard
deviation for eye pitch/yaw and camera yaw (Figure 4). These images formed the positive training set.

=

Figure 4: Some synthetic images for looking upwards using UnityEyes.

The positive training set of the sideways looking detector was made up of 474 images with eyes at 30 degree yaw angles,
and with the same angle standard deviations as in the upwards case, see Figure 5 for image examples.

= =

Figure 5: Some synthetic images for looking sideways.

For both detectors, the eye regions in the positive training samples was specified with a bounding box, in order to train
the detector on the most relevant and distinctive part of the synthetic images, see Figure 6. The positive samples were
also mirrored in order to handle both the left and right eye, and also left and right gazes. In addition, the samples were
rotated within a 15 degree (upwards) and 10 degree (sideways) angle to compensate for possible head rotation.
Furthermore, the bounding box for the sideways training samples was chosen smaller than for the upwards samples; the
appearance change of the eye for sideways looking is less pronounced. It therefore important to include only the variable
part in the positive samples, and to omit the eyelids that are more or less identical for central and sideways gazes. In
contrast, upward gazes cause a change in the eyelid appearance since the eye opens up more than for a central gaze.
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Figure 6: Eye regions in the positive training examples.

The negative training images were created from eye images with the eyes looking central or looking downwards, see
Figure 7. The latter set resembles blinking of the eye, which should not confuse the detector. In total 1100 images were
generated for the negative set. The detector takes 10000 negative samples with the region size from Figure 7 randomly
from the negative images.

Figure 7: Examples from the negative training set for both detectors.

The detectors were run on all the video frames, and the results were analyzed on a subset of the frames where the head
pose was well-conditioned; this assures that the eye regions were not blurred or seen from an extreme viewing angle. We
took head poses within 10 degrees pitch and roll angles, and within 20 degrees yaw angle. The frame-to-frame
displacement of the head position was limited to 0.5 pixel. In addition, the detections were also filtered on their location
at the CLM eye points, in order to be sure they correspond to the eye regions.

During initial experiments (results not shown), we noticed that the sideways gaze detector had less discriminative power
than the upward gaze, considering the results on central gaze images. Therefore, we extended the analysis of the
sideways detections with an additional check on pixel intensity values inside the detected bounding boxes; for a
sideways gaze we expect the lowest intensity values (the pupil) to be at the left/right of the bounding box. In addition,
the average intensity in the middle part of the bounding box is higher for sideways gaze than for central gaze.

Blinking

The eye blink frequency is one of the cues that is directly relevant for deception detection. Unfortunately, the existing
methods mentioned in Sec. 2.2 could not be used because they require too high resolution, a controlled environment,
close proximity and a static camera. Therefore, we developed an approach based on the CLM landmarks. From the CLM
points around the eyes, a convex hull is computed to focus on a square region of interest. From this region, an image
snippet is extracted. The blinking is detected by analyzing when the eyes are closed for a short period. As a reference of
a closed eye, we consider the mean snippet of all closed eyes from a training set. Within the training set, the match of
each eye snippet to the mean closed eye snippet is computed by the normalized cross correlation, because it is invariant
to intensity changes. Such changes are expected between persons and throughout the recordings due to varying lighting
conditions. On the training set, an optimal threshold is determined for the minimum correlation value, above which the
eye is considered to be closed. After training, the blinking model consists of this mean closed eye snippet and a detection
threshold. On a test person, the eye snippet is extracted from each frame, after which the snippet is classified as closed
eye or not. Consecutive closed eyes are merged into one eye blink detection.

3.3 Mouth analysis

The mouth can take a variety of poses of which specific combinations enable us to speak. Much research has been done
on lip reading in the context of speech. For deception detection, pressing lips and smiling are important features. This
subsection describes our methods for detecting pressing lips and smiles in our dataset.
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Pressing lips

The way people press their lips is very personal and unique with regards to force, timing and the proportion of the hidden
part of the lips. Furthermore, every mouth has its own unique characteristics with respect so size, color and shape.
Finally, the subsequent actions that precede or take place after a pressing lips action vary on a personal level as well.
This makes the detection of pressing lips challenging.

The CLM method, as introduced in Section 3.1, is used to detect the region of the mouth in the video image. In our
experiment, early stage findings indicated that geometry features like mouth angles, height, width etc. based on CLM
points are unreliable and do not provide directly usable information to detect pressing lips or smiles, because the points
of the model do not follow the changing shape of the mouth accurately. Our method for detection of pressing lips uses a
vertical scanline in the middle of the mouth from the top to the bottom of the lips. This scanline builds an image over
time which represents the RGB values from the vertical middle line of the mouth. Figure 8 shows an example of a
scanline on the middle point of the lips over time.

Figure 8: RGB vertical scanlines of the mouth for multiple frames (background). The left (red) overlay box indicates a
frame without pressing lips and the right (blue) overlay box indicates a frame with pressing lips. The orange lines
indicate transitions between the two modes.

Another example of a scanline is shown in Figure 9. The figure on the left shows the scanline from three channels in the
RGB domain, and the figure on the right shows the scanline from the red channel in the RGB domain.

RGB Red channel from RGB

8

5]

o Pressing li P—
Pressing lips ressing lips Pressing lips Pressing lips

g 8 8 8

a
]

s
2
€
@
2
s
Z
»
&
2

g 8 2

e

g

frame number

Figure 9: RGB vertical scanlines of the mouth for multiple frames (left) and the red channel vertical scanline of the
mouth for multiple frames (right).
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From these figures, a pressing lips action shows different color patterns compared to a situation where lips are not
pressed. Looking at our subjects, the darkest point of the lips typically makes a downward movement when lips are
pressed together. Our method builds a model by taking the mean of the red channel values in the vertical scanline over a
number of frames where the lips are not pressed. Our pressing lips detection algorithm detects per frame whether
subjects are pressing their lips by detecting whether the darkest point makes a downward movement. A downward
movement is considered to indicate a pressing lips action when the distance between the darkest point in the video frame
of interest and the darkest point in the model is positive and larger than the threshold. The threshold is set to 0.5 times
the standard deviation of all distances where the distance is larger than 0. All distances above this threshold are
considered to indicate a pressing lips action. The result of this algorithm is an array where a 0 denotes no pressing lips
and a 1 denotes a pressing lips action for a certain video frame. After this, some smoothing is applied. All connected sets
of 1’s with a duration smaller than 0.2 seconds are removed, gaps containing less than 0.6 seconds are filled.

Smile

The way people smile differs with regards to the opening of the mouth, height increase of the mouth corners, visibility of
teeth and the curve of the mouth. Furthermore, the reason because people smile and the severity of a smile can vary. For
example, because they have just heard something funny, they want to be polite or they are just happy. For deception
detection it is important to distinguish genuine and fake smiles.

As with pressing lips, the CLM method is used to indicate the region of the mouth. The set of initially calculated features
consist of vertical RGB and intensity scanlines on the mouth corners and horizontal scanlines over the mouth from the
left mouth corner to the right mouth corner over the middle height of the mouth (Figure 10). Our analysis showed that
the horizontal scanline of the mouth in the intensity domain (averaged over the RGB channels) provides the most
valuable information and therefore, this is used to determine whether a subject in a video frame is smiling or not.

Figure 10: RGB horizontal scanline image of the mouth (left) and red channel horizontal scanline plot of the mouth
(right).

Our method computes a model by taking the mean of the horizontal scanlines in the intensity domain for a number of
frames where the subject does not smile. The maximum intensity level of the horizontal scanline is lower in cases where
the subject does not smile. For the frame of interest, the difference between the maximum intensity level of the
horizontal scanline and the maximum intensity level in the model is computed. If the difference exceeds a threshold, we
classify this frame as a case where the subject smiles. The threshold is set to the standard deviation of the differences
over a set of frames containing smiling and non-smiling cases.

Basically, the intensity becomes higher because the teeth become more or less visible during a genuine smile. This
happens during speech as well, but in general the teeth are visible in a much shorter time range during speech compared
to a smile. Our method removes detections with a duration shorter than 0.6 seconds.

3.4 Pose and gestures

To identify the movement of torso and arms, two approaches are explored, the first is based on pose estimation, and the
second on moving patches.
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Pose estimation

Deception detection studies have shown that the motion of arms and scratching parts of the head (cheek, ear, chin) are
relevant cues. These movements can be recognized by pose estimators. Yang and Ramanan [98] proposed a method for
detecting articulated people and estimating their pose from static images based on a representation of deformable part
models. They use a mixture model that jointly captures spatial relations between part locations and co-occurrence
relations between part mixtures, augmenting standard pictorial structure models that encode just spatial relations (Figure
11). This pose-estimation model provides 26 patches on a body, each relating to one part of the body. The patches and
their movement can be used to detect vertical arm motion and thus the moments that a person scratches his/her head. It
was found that it is essential to compute the poses on full resolution, at each frame, for the needed maximum quality.
Two patches of the pose estimation relate to one lower arm. All the 26 patches are jittering — because the method
considered for pose estimation is a single-frame method — and therefore hindering precise behavior analysis. To reduce
the jitter, the two patches related to one arm are averaged to one image location. For further reduction, the location is
tracked and smoothed within a one second window (polynomial fit). As a measure of vertical motion of the arm, the
distance of the arm location to the head is determined. This distance is normalized by the length of the body. To
determine whether an arm has moved vertically, the maximum movement of either the left or right arm is taken, in order
to make the approach left-right invariant. Unfortunately, we also noticed unstable pose estimation, especially for
interesting gestures when the hands are not relaxed besides the body, but in front of the body or moving upward.

Figure 11: Pose estimation with a pose estimator [98].

Moving patches

As an alternative to pose estimation, a second approach has been explored. First, person detection is performed with
ACF [28]. At each image location inside this detected region, multi-scale patches are considered. Three criteria are used
to select the patches. The first requires that each patch contains significant motion. This motion is derived from image
changes within the patch, relative to the image changes in that patch a little earlier. The image changes are computed
with frame differences and the comparison to earlier changes are implemented as a signal-to-noise ratio (SNR). In this
way, the small irrelevant motions of high-contrast edges — which may lead to large changes between frames — are
counteracted. The second criterion is to avoid duplicate or overlapping patches. Non-maximum suppression (NMS) is
applied to limit the number of patches per frame by comparing the SNRs. The third criterion is a minimum time duration
to allow tracking. Patches are tracked to obtain speed estimates, which is used as one of the features. Patches that do not
meet the three criteria are removed (Figure 12). The feature vector of each patch contains the SNR of image changes,
location, horizontal and vertical speed, and speed magnitude, where the values are normalized to the patch size. Within
time windows of 0.6 second, all patches are collected and a model is learned through a bag-of-words (BoW) approach
and a support-vector machine (SVM) classifier. The moving patches are used to recognize arm movement that indicates
scratching of cheek, ear or chin.
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4. EXPERIMENTS AND RESULTS

In this section, we performed a feasibility experiment using several VCA techniques to assess the quality of measuring
relevant cues for deception detection.

4.1  Experiment

Dataset for evaluation

To evaluate the performance of the measured cues, a dataset was recorded with 9 volunteers (Figure 13). The volunteers
were asked to perform the actions that are described in Table 2. These actions are related to cues that are relevant for
deception detection, but they are not identical. For example, eye movement and head movement are relevant for
deception detection, but relevant eye movement is not necessarily horizontal movement, and relevant head movement is
not necessarily shaking ‘No’. We modified the actions to make them countable and suitable for quantitative performance
assessment. The actions were recorded with multiple cameras, namely two AXIS CCTV cameras with 1920x1080 pixels
resolution at 25 frames per second (one for an overview of the whole body and one for a close-up of the upper body), one
ASUS Xtion pro RGB-D camera with 640x480 pixels resolution at 25 frames per second, and one GoPro body-worn
camera with 1920x1080 pixels resolution and 25 frames per second (Figure 14). The quantitative results in this paper are
based on video from the two static AXIS cameras.

Figure 13: The dataset consists of 9 volunteers.
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Table 2: Actions recorded in the dataset.

Action label Action description (translated to English)
Eye move horizontal Move your eyes horizontal, to the left and to the right (3x)
Eye move vertical Move your eyes vertically, up and down (3x)
Eye blinking Blink with your eyes rapidly (3x). Blink with your eyes slowly (3x).
Head shake ‘No’ There will be three head rotations. The first is: shaking ‘No’.
Head nod ‘Yes’ The second rotation is: nodding “Yes’.
Head rotate Roll The third is: move your ears to your shoulders while looking forward (roll)
Mouth smile Pretend a fake smile, as somebody that is not really happy.
Create a genuine smile. (A funny remark was made)
Mouth press lips Press your lips (3x)
Scratch cheek/ear/chin | Move your arms to scratch your cheek. Scratch your ear. Scratch your chin.

| albad

AXIS-Detail AXIS-Overview GoPro-Bodycam

ASUS-RGB ASUS-D ASUS-Segm.
Figure 14: The dataset consists of several cameras: AXIS for details (top left), AXIS for overview (top middle), GoPro
bodycam (top right), ASUS for RGB (bottom left), depth (bottom middle) and person segmentation (bottom right).

Performance measures

The performance of the different cues is measured by calculating the precision = TP/(TP+FP) and recall = TP/(TP+FN),
where T=true, F=false, P=positive and N=negative. We also report the FP per minute (‘FP/min’), to give an indication
for the sensitivity of the system over time for the different cues. The FP per minute is calculated by dividing the amount
of FP’s by the number of minutes of the dataset selection.

We evaluate the different cues by comparing time segments of the system with time segments of the annotations. A time
segment is treated as a positive. A true positive is registered when a system time segment overlaps for at least one frame
with an annotation time segment. Only one system segment can match with an unique annotation segment, which is the
one with highest overlap ratio, other segments of the system that also match with this annotation segment are registered
as false positives. An example is shown in Figure 15, where the blue annotation segment matches only one system
segment, while the other system segments are registered as false positives.
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Figure 15: Comparing time segments.

Experimental setup for training and testing
Each of the methods was evaluated in a different way on the evaluation dataset (Table 3) and each way is explained in
the following paragraphs.

The method for recognizing vertical and horizontal eye movements is trained on a synthetic dataset that is completely
independent from the evaluation set. The method for recognizing head rotations (Yes, No and Roll) does not require
training or matching either. Therefore evaluation of these methods on the dataset is straightforward. These methods are
applied once to evaluation set and the scores are computed as described earlier.

The methods for eye blinking and moving patches (for arm movement to scratch body parts) are trained in a leave-one-
actor-out cross-validation setup. In the cross-validation setup, each persons is tested, one by one, while the method is
trained on all other persons. Hence, the person on which the test will be performed, is not within the training set. For
blinking, a model of a mean closed eye is created on the training persons, and on a test person, the eye snippet is
extracted from each frame and compared with normalized cross correlation to the model. For arm movement detection
related to scratching a cheek, ear or chin, a model is learned through a bag-of-words approach on the moving patches on
the training persons, and applied to the unseen person in the test set.

The methods for pressing lips and smiles makes a split in the dataset between parts of the dataset that are used for
evaluation and parts that are used for creation of a ‘normal’ model by taking the mean of the values in the scanlines over
a number of frames where the mouth is not pressed and not smiling. The scanlines in the evaluation part are compared to
this normal model.

Table 3: The methods are evaluated in a different ways on the dataset, due to differences in training and matching

strategies.
Action label No Train on Train Match to
training synthetic | leave-one- normal
and data actor-out part
matching cross-val.
Eye move horizontal X
Eye move vertical X
Eye blinking X
Head shake ‘No’ X
Head nod ‘Yes’ X
Head rotate Roll X
Mouth smile X
Mouth press lips X
Scratch cheek/ear/chin X

4.2 Results

In Table 4 we summarize the performances on the actions that are related to the cues. This table also includes the total
duration of positives in seconds (Time pos), the duration of the evaluation set in seconds (Time evalset), the number of
positives (# pos; i.e. system output), the number of ground-truth segments (# GT; i.e. human annotations), the number of
true positives (# TP), the number of false positives (# FP), the number of false negatives (# FN). Typically, the duration
of the evaluation set (see “Time evalset’) is smaller than the entire dataset and (7x) larger than the relevant action. The
results in the table are based on video from a static camera.
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Table 4: Performance on different cues.

Action label Time | Time | #pos | #GT | #TP | #FN | #FP | Precision | Recall | FP/
pos evalset (%) (%) min
(sec) (sec)

Eye move

horizontal 53 1.9E4 333 46 26 20 30 46.4 56.5 | 0.09

Eye move vertical 20 1.9E4 39 39 25 3 14 64.1 89.3 | 0.04

Eye blinking 12 100 130 125 109 16 21 83.8 87.2 | 12.6

Head shake ‘No’ 25 267 9 9 8 1 1 88.9 88.9 0.2

Head nod ‘Yes’ 29 267 11 9 9 0 2 81.8 100 0.4

Head rotate Roll 43 234 9 9 9 0 0 100 100 0.0

Mouth smile 48 234 29 26 21 5 8 72.4 80.8 2.1

Mouth press lips 54 119 29 28 21 7 8 72.4 75.0 4.0

Scratch

cheek/ear/chin 50 225 42 44 39 5 3 92.9 88.6 0.8

The evaluation in Table 4 shows that, on average (or median resp.), the precision is 78% (82%), the recall is 85% (89%)
and the FP/min is 2.2 (0.4).

In the table, we see that the vertical eye movement performs much better than the horizontal eye movement. This can be
explained by the fact that vertical movement leads to larger and more consistent changes of the eye. The precision
appears low, but this is only due to the large evaluation set of the eye movements; the rate of FP per minute is actually
very low. Blinking obtains good precision and recall. The number of FP per minute seem very high and this is caused by
the training and evaluation on a part of the dataset that is rich of eye blinks (130 per minute). On average, individuals are
blinking only 10 time per minute (factor 13 lower). If the detector would have been trained on more natural data, we
would expect FP rates of approximately 1.0, which is also a factor 13 lower.

The results show that the performance scores of head rotations, mouth actions and scratching are above 70%. For
smiling, the results per person (not shown) indicate that this algorithm either works very well or completely fails for a
certain person. There is room for improvement if we could automatically identify persons that need different
thresholding or different detection methods and use a hybrid model which differentiates the detection method based on
personal mouth characteristics. Our datasets consist of a number of smiles per subject, but it should be noted that it is not
easy to ‘act’ a genuine smile. Each of the actions was indicated with a start and a stop signal. For the genuine smiles, we
noticed that a relaxed laugh appeared after the stop signal.

In Table 4, the scratching arm movements are compared to neutral arm poses. For the arm movements that are detected
with moving patches, we also made additional analysis related to several different arm movements. The confusion matrix
for these arm-related actions is shown in Table 5. The overall accuracy is 92%. Note that patch-based approach also
helps to find subtle motions, such as fiddling and scratching.

Table 5: Confusion matrix for various arm actions with moving patches (accuracy = 92%).

Arm actions Besides | Fiddle | Scratch | Nervous | Pick up
Arms besides the body 100

Fiddle with hands in front of body 100

Scratch cheek 20 60 20

Nervous torso motion 100

Pick up 100

4.3  Body-worn cameras

Several of the methods — such as the facial behavior analysis and pose estimators — were tested on body-worn video.
Initial experiments (results not shown) indicated that transfer from static cameras towards body-worn cameras is feasible
when the motion blur is limited and the resolution is sufficiently high.
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4.4  Discussion

This paper focusses on the observability of relevant cues that can be used for the automated detection of truthful and
deceptive statements. We developed and improved automated analysis techniques for several known cues to deceit,
including pressing lips, eye gaze and pose. However, testing how well these automated measurements can distinguish
truths from lies was not within the scope of this paper. Therefore, future work should primarily focus on determining and
improving the effectiveness of actually detecting truths and lies using these cues extracted from video of static and body-
worn cameras. Using mobile, body-worn cameras would further increase the practical applicability of this automated,
stand-off deception detection method. Future work should also focus on a more gender balanced and representative
dataset; the current group is all-male, in a limited age group. Experiments on representative ‘deception’ datasets are
necessary to generalize and estimate the overall performance of the complete deception-detection system.

Automatic deception detection will eventually rely on the presence of several cues, meaning that different cues will be
gathered before any conclusion about deceit can be given. This means that the overall true positive rates may decrease,
but that the overall false positive rate will decrease as well. Some of the cues that are currently measured separately, are
actually physiologically related to others. From earlier work [18][55] we learned that a combination of features improves
the recognition quality because some actions correlate and some actions mutually exclude each other. For example, it is
well known that eyes tend to close during a smile. Combining cues can improve individual cues and the overall
deception detection. Furthermore, the frequency or intensity of observed cues can be person specific, implying that a
relative change in frequency of observed cues may be more indicative than any absolute measurements. Detection of
relative frequency changes will put less stress on the individual false positive rates, since it concerns a gradual change in
detection characteristics. Another possible improvement could be to replace the traditional bag-of-words approach and
the ACF detector by a convolutional neural network (CNN)-based deep-learning strategy [16][76], since the CNNs
appears to defeat the traditional detectors in many benchmarks.

Cues with accuracies of 70% may already be valuable in a deception-detection system in practical security situations.
The weak cues can be combined to create stronger deceit signals [100] and deception detection scores of ‘only” 80% may
already be valuable for screening. For example, deception detection may be used for rewarding reliable statements,
instead of punishing unreliable statements at an airport by pre-selection of people for a fast lane, which allows a focus of
scarce resources to an enriched group. A key question is how to use this type of technology in practice. Privacy and data
protection should be embedded throughout all development phases of this kind of technology. Second, the creation of a
baseline of behavior per person could help, but may not be practical in police work on the street. Third, detecting truthful
statements might be more useful than detecting lies. For example, witnesses that made verifiable truthful statements on
the street do not have to be invited to a police station for later interviewing, whereas others — without implying they lied
— might. Fourth, the deception detection may be too unreliable to be used as evidence in court for convictions, but
sufficient as tactical information to steer the scarce resources in the security domain.

5. CONCLUSIONS AND FUTURE WORK

In this paper, we gave an overview of recent developments in two communities: in the behavioral-science community the
developments that improve deception detection with a special attention to the observed relevant non-verbal cues, and in
the computer-vision community the recent methods that are able to measure these cues. For the assessment of reliability
of statements, important visual cues are related to eyes (e.g., pupil dilation, blinking, saccades, gaze aversion), facial
expression (e.g., intensity, of expressions and wrinkling), head (e.g., chin raise), mouth (e.g., pressing lips and genuine
smiles), hand and arm gestures (arm movement, hand movement) and full-body pose (e.g., foot movement and full-body
motion). Several cues are implemented and measured at different body parts: at eyes, mouth, head, and full-body poses.
We performed an experiment using multiple state-of-the-art video-content-analysis (VCA) techniques to assess the
quality of robustly measuring these cues. The results showed a median precision score of 82%, a recall of 89% and a
false-alarm rate of 0.4 per minute.

Future work could improve the current performance scores by combining features. The current work only focused on the
measurement of cues. Future research could use these cues to perform the automatic detection of deception and false
memories. Furthermore, the type of sensors can be extended from static RGB cameras to body-worn cameras and
thermal cameras, and the selected cues can be extended (e.g., response latency and blushing).
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